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Virsh, Virt-tools, Virt-manager
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KVM Device emulation Device emulation Iguest
(Linux hypervisor) (Linux hypervisor) \ QEMU (I/0)
hypervisor -- KVM[/dev/kvm]
Hardware (Linux Kernel)

Virtlo B—HEEIMLTR. B EAEE S EEMINAER, HEES R
B0 IR B RN E. AN T ERH RN LR R, M
MRS T MR T A R AT . & RedHat


https://www.qemu.org/

OpenShift VM XLt
Qemu-kvm cmdline




OpenShift Virtulization 91T4;

Red Hat
OpenShift

Operator

TERE

Virtualization

S

DB FEHE ~

Pod > Podi¥!F

@ virt-launcher-wji-win2k22-fxgkr & runming

#E OB OYAML  IMBE BF B

sh-5.1$ whoami

gemu

sh-5.1$% virsh list

Authorization not available. Check if polkit servi
Id Name State

1 default_wji-win2k22 running

sh-5.1$ ps aux | grep gemu-kvm

gemu 101 4.2 1.0 6870972 4326240 ? S
secret","id":"masterKey@","format":"raw","file":"/
e","filename":"/usr/share/0VMF/0VMF_CODE. secboot. f
t-pflasho-format","read-only":true,"driver":"
nvram/wj i-win2k22_VARS. fd","node-name":" libvirt-pf
ly":false,"driver":"raw","file":"libvirt-pflashl-s
sh@-format, pflashl=1libvirt-pflashl-format -accel k
rdpid=on, fsrm=on,md-clear=on, stibp=on,arch-capabil
=on, pschange-mc—no=on, tsx—-ctrl=on, hle=off, rtm=off,
x=on, hv—runtime=on, hv-synic=on, hv-stimer=on, hv-stii
lash@1l, property=secure,value=on -m 4096 —-object {"

sh-5.2%

wiji

sh-5.2%

Using project "default” on server
"https://api.kvm-ocp.wenkangji.com:6443".

sh-5.2%

NAME AGE STATUS READY

rhel9-first 56d Running True

wji-win2k22 8h Running True

sh-5.2%

NAME READY STATUS RESTARTS AGE
virt-launcher-rhel9-first-mpdn8 1/1  Running O 55d
virt-launcher-wji-win2k22-fxgkr 2/2  Running O 8h
sh-5.2%

sh-5.1%

gemu

sh-5.1%

Authorization not available. Check if polkit service is running or
see debug message for more information.

default_wiji-win2k22 running

sh-5.1%

gemu 101 4.3 1.0 6870972 4326228 ? S| 05:35 23:42
/usr/libexec/gemu-kvm -name

quest=default_wji-win2k22 debug-threads=on RedHat




/Jusr/libexec/qemu-kvm
-name guest=default_wji-win2k22,debug-threads=on

-object {"qom-typ
-blockdev {"driver"
-blockdev {"node-name"

asterKeyO","format":"raw","file":"/var/run/kubevirt-, pnvate/\ bwrt/qemu/hb/domal

ibvirt-pflashO-format","read-only":true,"driver":"raw",
-blockdev {"driver":"fil ilename":"/var/run/kubevirt-private/libvirt/qemu/nvram/wji-win2k22_VARS fd","node-name":"libvirt-pflashi-storage","auto-read-only":true,"discard":"unmap"}

-blockdev {"node-name":"libvirt-pflash1-format","read-only":false,"driver":"raw","file ibvirtfpflash'\fstorage"}

-machine pc-q35-rhel9.2.0,usb=off,smm=on,dump-guest-core=off,memory-backend=pc.ram,pflashO=libvirt-pflashO-format,pflashi=libvirt-pflash1-format

-accel kvm

-cpu

Icelake-Server,ds=on,ss=on,dtes64=on vmx=on,pdcm=on,hypervisor=on tsc-adjust=on,avx512ifma=on,sha-ni=on,rdpid=on fsrm=on,md-clear=on,stibp=on,arch-capabilities=on,xsaves=on,ibpb=on,ibrs=on,amd-stibp=on,amd-ssbd=on,rdctl-no=on,ibrs-all=on,skip-Idfl-vmentry=on,mds-no=on,pschange-mc-no
=on,tsx-ctrl=on,hle=off,rtm=0offmpx=off intel-pt=off hv-time=on,tsc-frequency=2394374000, hv-relaxed=on, hv-vapic=on,hv-spinlocks=0x1fff,hv-vpindex=on,hv-runtime=on,hv-synic=on,hv-stimer=on,hv-stimer-direct=on,hv-reset=on,hv-frequencies=on,hv-reenlightenment=on,hv-tIbflush=on,hv-ipi=on
-global driver=cfi.pflashO1,property=secure value=on

-m 4096

-object {"qom-type":"memory-backend-ram","i
-overcommit mem-lock=off

-smp 1,sockets=1,dies=1,cores=1threads=1
-object {"qom-type":"iothread","id":"iothread1"}
-uuid 423d1c64-26aa-5e21-adIf-e4adf2265ff9
-smbios type=1,manufacturer=Red Hat,product=OpenShift Virtualization version=4.15.1,uuid=423d1c64-26aa-5e21-ad1f-e4adf2265ff9 family=Red Hat
-no-user-config

-nodefaults

-chardev socket,id=charmonitor,fd=18,server=on,wait=off

-mon chardev=charmonitor,id=monitor,mode=control

-rtc base=utc,driftfix=slew

-global kvm-pit.lost_tick_policy=delay

-no-hpet

ibvirt- pﬂashO storage}

""pc.ram”,"size":4294967296}

r

user to use the gqemu-kvm DIRECTLY!!!

fdewce{ drive
-device {"drive
-device {"drive
-device {"drive

-blockdev {"driver":"host_device","filename /dev/rootdls
-blockdev {"node-name":"libvirt-4-forma
-device {"driver'
-blockdev {"driver":
-blockdev {"node-name"
-blockdev {"driver":"fil
-blockdev {"node-name":"libvirt-2- format
-device {"driver":"ide-cd", bus" d

-blockdev {"driver":

":false},"auto-read-only":true,"discard":"unmap"}
|bvwrt 4-storage"}

file","filename’ :/var/run/kubevlrt/contamer d\sks/dlsk limg","
ibvirt-3-format","read-only":true,"discard":"unmap","cache":

libvirt-3- storage "cache’
direct":true,"no-flush":false},"driver":"

b\nrt 3~ storage "t
| -storage","cache":{"direct":true,"no-flush":false},"auto-read-only":true,"discard":"unmap"}
"read-only":true,"discard":"unmap","cache" {dlrect :true,"no-flush":false},"driver":" Ibvirthfstorage" "libvirt-3-format"}

bwrt 2- format' "id":"ua- wmdows drivers-disk", bootmdex ‘write-cache":"on werror stop "rerror":"stop"}

,"aio":"native”,"node-name":"libvirt-1-storage", cach rue,"no-flush". false} auto-read-only":true,"discard":"unmap"}

unmap cache {"direct":true,"n fﬂush “false},"
ua-installation-cdrom","bootindex":

""id":"ua-default","mac":"02:e1:81:00:00:0c","bus":"pci.l","addr":"0x0", "romfile":""}

erial0","index":0}
f

virtserialport”,"bus":"virtio-serial0.0","nr":1,"chardev":"charchannelO", "channel0","name":"org.qemu.guest_agent.0"}
-chardev socket,id=chrtpm,path=/var/run/libvirt/qemu/run/swtpm/1-default_wji-win2k22-swtpm. sock

-tpmdev emulator,id= = ned l lat
ice { dri By pmo" id" tpm0"

¥
-vnc vnec= umx/var/run/kubewrt private/5d79f1c9-5ba3-4f4a-a5e8-1c6858f413a4/virt-vnc,audiodev=audiol



kind: VirtualMachine

cpu:
cores: 1
sockets: 1
threads: 1

memory:
guest: 4Gi

cmdline: gemu-kvm

-cpu

Icelake-Server,ds=on,ss=on,dtes64=on vmx=on,pdcm=on,hypervisor=on,tsc-
adjust=on,avx512ifma=on,sha-ni=on,rdpid=on,fsrm=on,md-clear=on,stibp=on
,arch-capabilities=on,xsaves=on,ibpb=on,ibrs=on,amd-stibp=on,amd-ssbd=0
n,rdctl-no=on,ibrs-all=on,skip-I1dfl-vmentry=on,mds-no=on,pschange-mc-no
=on,tsx-ctrl=on,hle=off rtm=off mpx=off intel-pt=off hv-time=on,tsc-freque
ncy=2394374000,hv-relaxed=on,hv-vapic=on,hv-spinlocks=0x1fff hv-vpinde
x=on,hv-runtime=on,hv-synic=on,hv-stimer=on,hv-stimer-direct=on,hv-reset
=on,hv-frequencies=on,hv-reenlightenment=on,hv-tlbflush=on,hv-ipi=on
-smp 1,sockets=1,dies=1,cores=1threads=1

-m 4096

RedHat



devices:
interfaces:

- macAddress: 02:e1:81:00:00:0c

masquerade: {}
model: e1000e
name: default

devices:
disks:
- bootOrder: 2
disk:
bus: sata
name: rootdisk

machine:
type: pc-q35-rhel9.2.0
firmware:
bootloader:
efi:
secureBoot: true

-device
{"driver":"e1000e","netdev":"hostua-default”,"id":"ua-default","mac":"O
2:e1:81:00:00:0c","bus":"pci.1","addr":"Ox0","romfile":""}

-netdev {"type":"tap","fd":"19","id":"hostua-default"}

-device
{"driver":"pcie-root-port","port":16,"chassis":1,"id":"pci.l","bus":"pcie.0" "
multifunction":true,"addr":"Ox2"}

-blockdev
{"driver":"host_device","filename":"/dev/rootdisk","aio":"native","node-

name":"libvirt-4-storage”,"cache":{"direct":true,"no-flush":false},"auto-
read-only":true,"discard":"unmap"}
-blockdev

{"node-name":"libvirt-4-format","read-only":false,"discard":"unmap”,"c

ache":{"direct":true,"no-flush":falset,"driver":"raw","file":"libvirt-4-stora
ge't

-device
{"driver":"ide-hd","bus":"ide.0","drive":"libvirt-4-format","id":"ua-rootdi
sk","bootindex":2,"write-cache":"on","werror":"stop","rerror":"stop"}
-machine

pc-q35-rhel9.2.0,usb=0off smm=on,dump-guest-core=off,memory-backend
=pc.ram,pflashO=libvirt-pflashO-format,pflashi=libvirt-pflashl-format
-chardev socket,id=char_vtpm_tpmO,path=/tmp/guest-swtpm.sock \
-tpmdev emulator,chardev=char_vtpm_tpmO,id=emulator_vtpm_tpmO \
-device tpm-crb,id=tpm-crb_vtpm_tpmO,tpmdev=emulator_vtpm_tpmO \
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Server Manager * Dashboard

- ~ | CD Drive (E:) Virtio-Win

Dashboard|g] “ Home Share View

Local Serve v A & > CD Drive (E) Vittio-Win >

All Servers N

File and St 3 Quick access o
I Desktop
‘ Downloads

Balloon

fwcfg

guest-agent

| Documents NetkVM

&=/ Pictures pvpanic

B This PC qemufwcfg
qemupciserial

== CD Drive (D:) WIN_U1 qx!

& CD Drive (E) Virtio-W B
viofs

¥ Network viogpudo
vioinput
viorng
vioscsi
vioserial

viostor

16 items 1 item selected

BPA results

R Type here to search
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SVVP AiE

SVVP (Server Virtualization Validation Program) & Microsoft #H#it%l, EERAT FEEIMERAR L
3Z1T Windows Server RIS FHA L, 12T R AR IFEIME = R N EEIEEENEIMERRAE, E% P
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partner.mi(rosoft.com

Microsoft Partner Center

Drivers

Drivers

Private Product ID Product Name u on Submission Created N e Submission D

Device metadata . Date

File Signing Services 14151641070558861  Red Hat VirtlO NetKVM Drivers Complete 12/4/2023 Initial Author Red Hat, 401581428 1152921505697102514
for Windows Server 2016 Inc

loT

5 1462213174613062 Red Hat VirtlO NetKVM Drivers Complete 12/4/2023 Initial Author Red Hat, 401581540 1152921505697102051

Device model hierarchy .
for Windows 11 Inc.

Analyze 5 634744199 Red Hat VirtlO NetkVM Drivers Complete 12/4/2023 Initial Red Hat, 401581427 1152921505697102511
for Windows 10 Inc.

Partner analytics

Driver flight status 14356239045148425  Red Hat OpenShift Container Complete 10/23/2023 Initial Author Red Hat, 401528612 1152921505696928591
Platform 4.14 Inc.

Driver install and health summary
Red Hat OpenShift Container Complete 10/23/2023 Initial Red Hat, 401528643 1152921505696928748
Platform 4.14 Inc.

virtio-win-prewhql-0.1-242-x64 Complete 10/10/2023 Initial Author Red Hat, 401513261 1152921505696872923  Attestation
Inc.

13795175919970282  Red Hat Enterprise Linux Version Complete 9/21/2023 Initial Author Red Hat, 401492978 1152921505696801660
8.9 Inc.

14294893626140636  Red Hat Enterprise Linux Version Complete 9/20/2023 Initial Author Red Hat, 401492486 1152921505696798723
8.9 Inc.

Red Hat Enterprise Linux Version Complete 9/18/2023 Initial Author Red Hat, 401488794 1152921505696787325
93 Inc.

Red Hat Enterprise Linux Version Complete 9/18/2023 Initial Red Hat, 401488743 1152921505696787272
93 Inc.




Bl \icrosoft

Hardware certification report Approved

Private product ID 14506907384338080
Shared product ID 401528643

ssion ID 1152921505696928748

ssion date 10/23/2023
Completion date 11/1/2023
Company Red Hat, Inc.
Product name Red Hat OpenShift Container Platform 4.14

System

Product type Server Virtualization Validation Program
Qualification level Certified for Microsoft Windows Hardware Compatibility Program — Server family version 21H2, x64

Marketing name Red Hat OpenShift Container Platform 4.14




2% catalog.update.microsoft.com/S

Hardware)

Red Hat, Inc. - SCSIAdapter S
100.94.104.24700

Red Hat, Inc. - SCSIAdapter o= L ; £
100.94.104.24700 25 catalog.update.microsoft.com

Red Hat, Inc. - SCSIAdapter -
100.94.104.24700 Update Deta”s

Red Hat, Inc. - SCSIAdapter
100.94.104.24700

Red Hat, Inc. - SCSIAdapter - 100.94.104.24700

Red Hat, Inc. - SCSIAdapter Last Modified: 1/22/2024
100.94.104.24700 Size: 45 KB

Red Hat, Inc. - SCSIAdapter UpdatelD: 3d9369fa—fco4-4fce-9fdb-3f949f7b2510\ Copy \
100.94.104.24700 —

Red Hat, Inc. - SCSIAdapter
100.94.104.24700 Details:

Red Hat, Inc. - SCSI|Adapter Overview “ Language Selection H Package Details || Install Resources
100.94.104.24700 i

Red Hat, Inc. - SCSIAdapter Description: Red Hat, Inc. SCSIAdapter driver update released in January 2024 Company: Red Hat, Inc.
100.94.104.24700 Driver Manufacturer: Red Hat, Inc.
| Architecture: AMD64 Driver Class: OtherHardware
Red Hat, Inc. - SCSIAdapter Classification: Drivers Driver Model: Red Hat VirtlO SCSI controller
100.94.104.24700 Supported products: Windows 10, Vibranium and later, Servicing Drivers , Windows 10, Driver Provider: Red Hat, Inc.
Red Hat. Inc. - SCSIAdapter | Vibranium and later, Upgrade‘& Servicing Drivefs » ) Version: 100.94.104.24700
100.94.104.24700 Supported languages_: Arabic , _Bulganan_ , Chinese (Traditional) , Czech 3 Danl;h 3 Version Date: 1/22/2024
i e ——— German , Greek , English , Spanish , Finnish , French , Hebrew , Hungarian , Italian ,
Red Hat, Inc. - SCSIAdapter Japanese , Korean , Dutch , Norwegian , Polish , Portuguese (Brazil) , Romanian , formation:
100.94.104.24700 Russian , Croatian , Slovak , Swedish , Thai , Turkish , Ukrainian , Slovenian , Estonian , arn.microsoft.com/en-us/windo

| Latvian , Lithuanian , Chinese (Simplified) , Portuguese (Portugal) , Serbian (Latin) , are/drivers/dashboard/hardware-submission-support
Red Hat, Inc. - Net - 100.94.104.24200 Chinese - Hong Kong SAR

Support Url:
Red Hat, Inc. - NetTrans - 100.94.104.2 https://support.microsoft.com/select/?target=hub

Red Hat, Inc. - NetTrans - 100.94.104.2

Red Hat, Inc. - NetTrans - 100.94.104.2

Inc. - NetTrans - 100.94.104.2

Inc. - NetTrans - 100.94.104.2




Openshift Virtualization
M XE|E R




Openshift Virtualization Mt X E|&

B % & 5 (Downstream)

Qemu upstream

Libvirt upstream

Partener IAIE

=
2
=
©
N
‘©
>
=
>
=
S
Kubernetes upstream S
o
o

ERFE1E &

‘ ‘ RedHat

Kubevirt upstream B A X 158




E=EMIE RIS
Qemu-Guest-Agent




What is Qemu-Guest-Agent?

/ — - -~ \
host connect/send ( \
#nc -U /xx/xx | I
[ host app L i >[ socket file I :
receive : ZoN |
| I
I I
I I
| I
I I
I
guest : |
I
\I< read : . N I
gemu-ga ) : ’I seriallisa port } :
write \ )
\\ _________ ,



RHEL Version of QGA

Red Hat Enterprise Linux release 9.3 (Plow)
gemu-guest-agent-8.0.0-16.e19_3.3.x86_64

/etc/gemu-ga

/etc/gemu-ga/fsfreeze-hook
/etc/gemu-ga/fsfreeze-hook.d
/etc/sysconfig/gemu-ga

/usr/bin/gemu-ga

/Jusr/lib/.build-id

/Jusr/lib/.build-id/c5
/usr/lib/.build-id/c5/b489aac998b30b29ce3a8d15
64c8cb3aa8e4cf
/Jusr/lib/systemd/system/gemu-guest-agent.service
/Jusr/lib/udev/rules.d/99-gemu-guest-agent.rules
/usr/share/doc/gemu-guest-agent
/usr/share/doc/gemu-guest-agent/COPYING
/usr/share/doc/gemu-guest-agent/README.rst
/usr/share/man/man8/qemu-ga.8.gz
/usr/share/gemu-kvm/gemu-ga
/usr/share/gemu-kvm/qemu-ga/fsfreeze-hook.d
/usr/share/gemu-kvm/qemu-ga/fsfreeze-hook.d/
mysql-flush.sh.sample

/var/log/gemu-ga
#

INEINE : gemu-guest-agent
Epoch :17

Version :8.0.0

Release :16.el9 3.3

Architecture: x86_64
Install Date: Thu Feb 29 08:58:52 2024

Group  :Unspecified
Size 11871632
License :GPLv2 and GPLv2+ and CC-BY

Signature :RSA/SHA256, Tue Dec 5 21:03:55 2023, Key ID 199e2f91fd431d51
Source RPM : gemu-kvm-8.0.0-16.el9_3.3.src.rpm

Build Date : Tue Dec 5 02:56:512023

Build Host : x86-64-02.build.eng.rdu2.redhat.com

Packager :Red Hat, Inc. <http://bugzilla.redhat.com/bugzilla>

Vendor :Red Hat, Inc.

URL : http://www.qgemu.org/

Summary : QEMU guest agent

Description :

gemu-kvm is an open source virtualizer that provides hardware emulation for
the KVM hypervisor.

This package provides an agent to run inside guests, which communicates
with the host over a virtio-serial channel named "org.gemu.guest_agent.0"

This package does not need to be installed on the host OS.
#
Red Hat



Windows Version of QGA

Manage  Tools  View v Manage guest-agent
I o e view

> CD Drive (E) Virtio-Win > guest-agent

Server Manager * Dashboard

- < | CD Drive (E:) Virtio-Win

Application Tools

Dashboard|e “ Home  Share  View . 3

Local Serve
All Servers
File and St s Quick access
I Desktop
& Downloads
| Documents

&= Pictures
B3 This PC
= CD Drive (D:) WIN_U1
== CD Drive (E:) Virtio-W

¥ Network

16 items 1 item selected

L Type here to search

1 == > CD Drive (E) Virtio-Win >

Name

Balloon
fwcfg
guest-agent
NetkVM
pvpanic
qemufwcfg
qemupciserial
!

sriov

viofs
viogpudo
vioinput
viorng
vioscsi
vioserial

viostor

BPA results

A B ds

850 PM
11/9/2021

=

s Quick access
I Desktop
¥ Downloads
2 Documents
&] Pictures

[ This PC

& CD Drive (D) WIN_UT

Name

5 qemu-ga-i386
5 qemu-ga-x86_64

> CD Drive (E) Virtio-Win > guest-agent

s Quick access
I Desktop
¥ Downloads
<) Documents

] Pictures
[ This PC

& CD Drive (D:) WIN_UT
o~ CD Drive (E) Virtio-W

¥ Network

Name

5 qemu-ga-i3es
5 qemu-ga-x86_64

QEMU guest agent

E|'j Please wait while Windows corfigures QEMU guest agent

Time remaining: 0 seconds




Common commands

Return all commands supported by qga;
Get guest file system infomation;

guest-suspend-disk*: Suspend guest to disk; (currently: enable/disable) logical processors inside the
guest;
guest-suspend-ram*: Suspend guest to ram;
guest-suspend-hybrid: Save guest state to disk and suspend to ram (This command requires the
pm-utils package to be installed in the guest.) ;

: Getlist of guest IP addresses, MAC addresses and netmasks;
guest-get-memory-blocks: Retrieve the list of the guest's memory blocks.

guest-set-memory-blocks:Attempt to reconfigure (currently:enable/disable) state of memory blocks
inside the guest;

guest-get-memory-block-info:Get information relating to guest memory blocks ;
guest-exec: Execute command (asynchronous operation) ;
guest-exec-status:View the result of executing the command;

RedHat . RedHat
QGA presentation | 29 October,2020



Common commands

: Check the synchronization status of the host and qga communication, State
synchronization check of the handover process between clients when the client communicates with qga;
: like above ,but no 0xff ;
: ping guest agent,a non-error return implies success ;
Get the guest time (the return value is relative to 1970-01-01in UTC, Timein
nanoseconds.) ;
Set the guest time
Initiate guest-activated shutdown (this is an asynchronous shutdown request, with no
guarantee of successful shutdown.) ;
Get current login username ;
Get hostname of current guest ;
Set user’s login password
Retrievethe list of the guest's logical processors;
Attemptto reconfigure (currently: enable/disable) logical processors insidethe guest ;

RedHat . RedHat
QGA presentation | 29 October,2020



Common commands

guest-file-flush:Writefile changes bufferred in userspace to disk/kernel buffers;

Open target file (return file handle); |
Close the files in the opened virtual machine;

Read the file content in the guest according to the file handle (return the file content in
base64 format);

Write the contents of the file to the file in the virtual machine according to the file
handle;
guest-file-seek:Seekto a position in the file, as with fseek(), and return the currentfile position
afterward. Also encapsulates ftell()'s functionality,just Set offset=0, whence=SEEK_CUR;

Getguest fsfreeze state. error state indicates;

Sync and freeze specified guest filesystems ;
Syncand freeze all freezable, local guest filesystems;
Unfreeze all frozen guest filesystems;

[ ]
Reference from:

. RedHat
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https://bugzilla.redhat.com/show_bug.cgi?id=1967716
https://www.qemu.org/docs/master/interop/qemu-ga-ref.html

Get os info via "guest-get-osinfo"

Step Expected Result

1.Start guest with virtio serial and start guest agent inside the guest

e.g..
-device virtio-serial-pci,id=virtio-serial0,bus=pcie.0,addr=0x7 \
-chardev socket,path=/tmp/qga.sock,server,nowait,id=qga0 \
-device
virtserialport,bus=virtio-serial0.0,chardev=qga0,name=org.qemu.gu
est_agent.0

boot up successfully and gemu-ga works well

2. get os info via qga
{"execute": "guest-get-osinfo"}

return the guest os info:

such as: win2019 guest

{"return”: {"name": "Microsoft Windows", "kernel-release": "17763",
"version": "Microsoft Windows Server 2019", "variant": "server",
"pretty-name": "Windows Server 2019 Datacenter", "version-id":
"2019", "variant-id": "server", "kernel-version": "10.0", "machine":

"x86_64", "id": "mswindows"}}

rhel8.1 guest:

{"return”: {"name": "Red Hat Enterprise Linux", "kernel-release™:
"4.18.0-103.e18.x86_64", "version": "8.1 (Ootpa)", "pretty-name":
"Red Hat Enterprise Linux 8.1 Beta (Ootpa)", "version-id": "8.1",
"kernel-version™": "#1 SMP Sat Jun 8 15:07:32 UTC 2019",
"machine": "x86_64", "id": "rhel"}}

RedHat




Execute a command with "guest-exec" and check status with "guest-exec-status"

Step Expected Result

1.Start guest with virtio serial and start guest agent inside the guest

e.g..
-device virtio-serial-pci,id=virtio-serial0,bus=pcie.0,addr=0x7 \
-chardev socket,path=/tmp/qga.sock,server,nowait,id=qga0 \
-device
virtserialport,bus=virtio-serial0.0,chardev=qga0,name=org.qemu.gu
est_agent.0

boot up successfully and gemu-ga works well

2. .issue cmd with wrong args to get the error output.

linux guest:

{ "execute": "guest-exec","arguments": {"path": "/usr/bin/date","arg":
["+%Y-%m-%d"],"capture-output": true }}

{"return": {"pid": 3894}}

{"execute": "guest-exec-status","arguments": {"pid": 3894}}

windows guest:

{ "execute": "guest-exec","arguments": {"path":
"whoami","capture-output": true }}

{"return": {"pid": 4672}}

{"execute": "guest-exec-status","arguments": {"pid": 4672}}

linux guest:

{"return": {"exitcode": 0, "out-data": "MjAyNCOwNiOxMgo=", "exited": true}}
decode out-data:

# echo MjAyNCOwNiOxMgo= | base64 -d

2024-06-12

windows guest:

{"return": {"exitcode": 0, "out-data":
"bnQgYXV0aG9yaXR5XHN5c3RIbQOK", "exited": true}}
decode out-data:

nt authority\system

iHat




Execute a command with "guest-exec" and check status with "guest-exec-status"

{ "execute": "guest—exec","argumenfs": {"path": "systeminfo",“capfure—oﬁtput": true }}
{"return": {"pid": 3780}}
{"execute": "guest-exec-status","arguments": {"pid": 3780}}

{"return": {"exitcode": 0, "out-data": "DQpIb3NOIE5hbWU6ICAgICAgICAgICAgICAgICBXSU4tQLIXVFVDRzZZLUKQNCKOTIEShbWUGICAgIC
AgICAgICAgICAgICAgIELpY3Jvc29mdCBXaW5kb3dzIFNlcnZ1lciAyMDIyIERhAGF]ZW50ZXINCKOTIFZ1cnNpb246ICAgICAgICAgICAgICAgIDEWL AU
MjAzNDggTi9BIEJI1aWxkIDIwMZzQ4DQpPUYBNYW51ZmFjdHVyZXI6ICAgICAgICAgICBNaWNyb3NVZnQgQ29ycGOyYXRpb24NCKOTIENVbMZpZ3VyYXRpb2

1 Q = X

11IFpvbmU6ICAgICAgICAgICAgICAgICAOVVRDKZA40jAWKSBCZWlqaW5nLCBDaG9uZ3FpbmcsIEhvbmcgS29uzZywgVXJI1bXFpDQpUb3RhbCBQaH1zaWNhbCBNZW1vcnk6ICAgICA
'XNCwzMTYgTUINCKF2YWlsYWIsZSBQaH1zaWNhbCBNZW1venk6IDEYLDMINSBNQgOKVmMlydHVhbCBNZW1venk6IE1heCBTaXplOiAgMTgsNDEYIE1CDQpWaXJOdWFSIE11bWOyeTog
QXZhaWxhYmx10iAxNiw4NDEgTUINC1ZpcnR1YWwgTWVtb3J350iBIbiBVc2U6ICAgGIDESNTcXIE1CDQpQYWdLIEZpbGUgTGIjYXRpb240ocyk6ICAgICBDOLxwYWd1ZmlsZS5zeXMNC
‘kRvbWFpbjogICAgICAgICAgICAgICAgICAgIFdPUktHUK9VUAOKTGONb24gU2VydmVyOiAgICAgICAgICAgICAgTi9BDQpIb3RmaXgocyk6ICAgICAgICAgICAgZICAgICAZIEhVAG
ZpeChzKSBIbnNOYWxsZWQuDQogICAgICAgICAgICAgICAgICAgICAgICAgICBbMDFAOi1BLQjUWMZY2MTMNCiAgICAgICAgICAgICAgICAgICAgICAgICAgIFSWMLO6IEtCNTAZN k
WOQOKICAgICAgICAgICAgICAgICAgICAgGICAgEICAgWZAZXTogSOI1IMDM3MDIZDQPOZXR3b3IrIENhcmQocyk6ICAgICAgICAgICAXIE5IQyhzKSBIbnNOYWxsZWQuUDQogICAgICAgE
ICAgICAgICAgICAgICAgICAgICBbMDFAOiBSZWQESGFOIFZpcnRITYBFdGhlcm51dCBBZGFwdGYVyDQogICAgICAgICAgICAgICAgICAgICAgGICAgEICAgICAgICBDb25uZWNOaWouI
ES5hbWU6IEVOaGVybmVOIEluc3RhbmN1IDANCiAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgIERIQ1IAgRWShYmx1ZDogICAgWWVzDQogICAgICAgICAgICAgICAgICAgIC
AgICAgICAgICAgICBESENQIFNlcnZ1lcjogICAgIDEWLjcyLjE3LjUNCiAgICAgICAgICAgICAgICAgICAgICAgICAgGICAgEICAgGIELQIGFKZHI1c3MoZXMpDQogICAgICAgICAgICA
gICAgICAgICAgICAgICAgICAgICBbMDFAOiAXMC43Mi4xXxNDIuMjEZDQogICAgICAgICAgICAgICAgICAgICAgEICAgICAgICAgICBbMDIdOiBmZTgwOjpjNDUL10jI1INWQ6ZDBmMM]pi
MGUzDQogICAgICAgICAgEICAgICAgICAgICAgICAgICAgICAgICBbMDNAOiAyNjIwOjUyOjA6NDg4YzphNmFmOmMMzZNTA6YZAZNToxZjNiDQpIeXBlcilWIFIlcXVpcmVtZW50czogl

CAgICBBIGh5cGVydmlzb3IgaGFzIGI1ZW4gZGVOZWNOZWQUIEZ1YXR1cmVZzIHIlcXVpcmVkIGZvciBIeXBlcilWIHdpbGwgbm90IGI1IGRpc3BsYX11ZC4NCg== | base64 -d
Host Name: WIN- CG6KRD
0S Name: Microsoft Windows Server 2022 Datacenter
0S Version: 10.0.20348 N/A Build 20348
0S Manufacturer: Microsoft Corporation g € O QEMU (avocado-vt-vm1) (1)
0S Configuration: Standalone Server B Administrator: Command Prompt
J0S Build Type: Multiprocessor Free
| . . Host N H WIN ICG6KRD
Reg-IStered Owner: Windows User OgSNasze Microsoft Windows Server 2022 Datacenter
Registered Organization: 0S Version: 10.0.20348 N/A Build 20348
Product ID: 00456- -AA102 03 Configuration: Stoninions coren
loriginal Install Date: 6/10/2024, 6:30:28 PM gziﬁi;;geér Sﬁ;?;%:ﬁorF“e
| . Wi B W W
System Boot Time: 6/12/2024, 6:20:17 PM Réiﬁemdowaﬂiﬁim:
. Product ID: 00456- -AA102
System Manufacturer: Red Hat 0:25231 Install Date: 6/16/2024, 6:30:28 PM MHat
System Model: KVM System Boot Time: 6/12/2024, 6:20:17 PM
System Type: x64-based PC 2yStem Manutactunsa: BedeE
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Qemu-kvm ThEE: RAIPLKBRZH - Qemu RIE

'snapshot' is the name of the snapshot to
create, apply or delete

'-a' applies a snapshot (revert disk to saved
state)

'-c' creates a snapshot
'-d' deletes a snapshot

"-I' lists all snapshots in the given image

RedHat



Qemu-kvm DhEE: BHRIHKBRRFS - Libvirt I8 (Live)

Snapshot (help keyword 'snapshot')

Domain snapshot 1717585245 created

snapshot-create-as

. . snapshot-current
Name Creation Time State

snapshot-dumpxml

1717585245 2024-06-05 19:00:45 +0800 running

snapshot-edit

snapshot-info

Domain snapshot 1717585245 reverted

shapshot-parent
snapshot

Domain snapshot 1717585245 deleted

Create a snapshot from a set of args

Get or set the current snapshot

Dump XML for a domain snapshot

edit XML for a snapshot

snapshot information

Get the name of the parent of a

RedHat
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Qemu-kvm ZhEE: #¥E gemu cmdline

{usr/libexec/gemu-kvm \

-name 'avocado-vt-vm1' \

-sandbox on,elevateprivileges=deny,obsolete=deny,resourcecontrol=deny \

-glockddev '{"node-ria\me“: "file_ovmf_code", "driver": "file", "filename": "/usr/share/OVMF/OVMF_CODE.secboot.fd", "auto-read-only": true,
"discard": "unmap"

-blockdev '{"node-name": "drive_ovmf_code", "driver": "raw", read-only": true, "file": "file_ovmf_code"}' \
-blockdev '{"node-name": "file_ovmf_vars", "driver": "file", "filename"":

“/root/av?c\ado/data/avocado ~Vt/avocado-vt-vm1 rheI930 64-virtio-scsi-ovmf_qcow2_filesystem_VARS.raw",
'unmap"}'

-blockdev '{"node-name": "drive_ovmf vars", "driver": "raw", "read- only false, "file": "file_ovmf vars"}' \
-device '{"id": "pcie-root-port-0", "driver": "pC|e root-port", "multifunction": true, "bus"; "pcie.0", "addr": "0x1", "chassis": 1}'\
-device '{"id": "pcie-pci-bridge- 0" "driver": "pcie-pci-bridge", "addr": "0x0", "bus": "pcie-root- port 0"} \

-nodefaults \

-device {"driver": "VGA", "bus": "pcie.0", "addr": "0x2"}' \

auto-read-only": true, "discard":

-Cpu
'EPYC-IBPB',x2apic=on,tsc-deadline=on,hypervisor=on,tsc-adjust=on,arch-capabilities=on,cmp-legacy=on,perfctr-core=on,clzero=on,xsaveerptr=o
n,virt-ssbd=on,npt=on,lbrv=on,nrip-save=on,tsc-scale=on,vmcb-clean=on,pause-filter=on,pfthreshold=on,v-vmsave-vmload=on,vgif=on,svme-addr-
chk=on,|fence-always-serializing=on,rdctl-no=on,skip-11dfl-vmentry=on,mds-no=on,pschange-mc-no=on,gds-no=on,monitor=off, kvm_pv_unhalt=on
\

-device '{"ioport": 1285, "driver": "pvpanic"”, "id": "idg8EXEd"}' \

-device {"id": "pcie-root-port-1", "port": 1, "driver": "pcie-root-port", "addr": "0x1.0x1", "bus": "pcie.0", "chassis": 2}' \

-device {"driver": "gemu-xhci", "id": "usb1", "bus": "pcie-root-port-1", "addr": "0x0"}" \

-device {"driver": "usb-tablet", "id": "usb tablet1", "bus": "usb1.0", "port": "1"}'\

-device '{"id": "pcie-root-port-2", "port": 2 "drlver" "pcie-root- port" "addr": "0x1.0x2", "bus": "pcie.0", "chassis": 3}' \

-device '{"id": "virtio_scsi_pciQ", "driver": "irtio-scsi- pci", "bus": "pcie-root-port-2", "addr": "0x0"}' \

...... RedHat



Qemu-kvm IhRE: CPU A sREK

{"return": [{"props": {"core—ld" O "thread-id": 1, "socket-id": 2}, "vcpus-count": 1, "type": "EPYC-IBPB-x86_64-cpu"}, {"props": {"core-id": 0,

“thread—id“: 0, "socket-id": 2

"vcpus-count": 1, "type
"EPYC-IBPB-x86_64- cpu"} {"props": {"core id": 0, "thread-id": 1
{"core-id": 0, "thread-id": 0, "socket-id": 0}, "vcpus-count": 1,

"vcpus-count": 1 "type

{"return": {}}

{"timestamp": {"seconds": 1717587239, "microseconds": 464843}, "event":

"status": 0, "slot": "5", "slot-type": "CPU"}}

{"return": [{"props": {"core-id": 0, "thread-id": 1, "socket-id": 2}, "vcpus-count": 1,
{“props {"core id": 0, "thread-id": 0, "socket-id": 2} "vepus-count": 1, "type": "EPYC-IBPB-x86 64- -cpu"}, {"props":
1}, "vepus-count": 1, “type" "EPYC-IBPB-x86 64-cpu"}, {"props" {"core-id": 0, "thread-id": 0, "socket-id":

"EPYC-IBPB-x86_64-cpu"},
{"core-id": 0, "thread-id": 1, "socket-id":

":"EPYC-IBPB-x86_64- cpu"} {"props": {"core-id": 0, “thread—id": 1, "socket—id": 1},
e": "EPYC-IBPB-x86_64- -cpu"l, {"props" {"core id": 0, "thread-id": 0, "socket-id": 1}, "
, "socket- id": 0}, "vepus- -count": 1 , "type": "EPYC-IBPB- x86_64- cpu"} {"props":

'vepus-count™: 1, "type"

, "type": "EPYC-IBPB-X86_ 64 ~cpu"}]}

"ACPI_DEVICE_OST", "data": {"info": {"device": "core1", "source": 1,

" ell.

1},

“vcpus—count" 1, "type": "EPYC-IBPB-x86_64- -cpu"l, {"props" {"core-id": 0, "thread-id": 1, "socket-id": 0}, "vcpus- -count": 1, "type":
“EPYC-IBPB—x86_64-cpu"}, {"props": {"core-id": 0, "thread-id": 0, "socket- id": 0}, "vepus- -count": 1,

"type": "EPYC-IBPB-x86_64-cpu"}]}

{"return": {}}

{"timestamp": {"seconds": 1717587312, "microseconds":
"status™: 132, "slot": "5", "slot-type": "CPU"}}}
{"timestamp": {"seconds": 1717587312, "microseconds":
"/machine/peripheral/core1/lapic"}}

{"timestamp": {"seconds": 1717587312, "microseconds":
"/machine/peripheral/core1"}}

{"timestamp": {"seconds": 1717587312, "microseconds'
ll5|l, "SlOt—type": llCPUII}}}

715366}, "event":
733275}, "event":
733680}, "event":
': 735741}, "event™:

"ACPI_DEVICE_OST", "data": {"info": {"device": "core1", "source": 3,
"DEVICE_DELETED", "data": {"path":

"DEVICE_DELETED", "data": {"device": "core1", "path":
"ACPI_DEVICE_OST", "data": {"info": {"source": 3, "status": 0, "slot":

RedHat



Qemu-kvm ThEE: CPU #4EIR

[root@lécalhost ~]# cat /proc/cpuinfo | grep "Aprocessor" -c

1

[root@localhost ~]# cat /proc/cpuinfo | grep "Aprocessor" -c
2

[root@localhost ~]# cat /proc/cpuinfo | grep "Aprocessor" -c
1

RedHat



Qemu-kvm ZhEE: AfF AN

{"return": {1}

{"return": {1}
1 timestamp™: {"seconds™: 1717589771, "microseconds”: 347223}, "event™ "ACPI_DEVICE_OST", "data": {"info": {"device":
"dimm?1", "source": 1, "status": O, "slot": "0", "slot-type": "DIMM"}}}

{"return”: [{"type": "dimm”", "data": {"memdev": "/objects/ ", "hotplugged": true, "addr": 4294967296, "hotpluggable™:
true, "size": 1073741824, "slot": O, "node": O, 1

{"return": {1}

1 timestamp™: {"seconds™: 1718206738, "microseconds”: 329833}, "event”: "ACPI_DEVICE_OST", "data": {"info™: {"device™:
"dimm?1", "source": 3, "status": 132, "slot": "0", "slot-type": "DIMM"}}

{"timestamp": {"seconds": 1718206738, "microseconds": 333628}, "event": "DEVICE_DELETED", "data": {"device": "dimm1",
“path™ "/machine/peripheral/dimm1"1}

{"timestamp": {"seconds": 1718206738, "microseconds": 336193}, "event": "ACPI_DEVICE_OST", "data": {"info": {"source":
3, "status™: O, "slot": "0", "slot-type": "DIMM"}}}

{"return": {1}

{"return": [} Red Hat



Qemu-kvm ThEE: RfF A

[root@localhost ~]# lsmem

RANGE SIZE  STATE REMOVABLE BLOCK
Ox Ox 3fffffff 1G online yes 0-7
0x0000000100000000-0x000000013fffffff 1G offline 32-39
Memory block size: 128M
Total online memory: 1G
Total offline memory: 1G
[root@localhost ~]# free -mh
total used free shared buff/cache available
Mem: 682Mi 508Mi 61Mi 36Ki 200Mi 173Mi
Swap: 2.0G1 40Q5Mi 1.6G1
[root@localhost ~]# for i in “ls /sys/devices/system/memory/memory*/state *; do echo online > $i ;done

-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
-bash: echo: write error: Invalid argument
[root@localhost ~]# free -mh

total used free shared buff/cache available
Mem: 1.7G1 715Mi 930Mi 40K1i 260Mi 991Mi
Swap: 2.0G1 402M1 1.6G1
[root@localhost ~]# lsmem
RANGE SIZE STATE REMOVABLE BLOCK
0x 0x0 0003fffffff 1G online yes 0-7
ox 1 0-0x 13fffffff 1G online yes 32-39
Memory block size: 128M
Total online memory: 2G
Total offline memory: 0B



Qemu-kvm ThEkE: N7 ik

[root@localhost ~]# for i in “ls /sys/devices/system/memory/memory*/state *; do echo offline > $i ;done
-bash: echo: write error: Invalid argument

-bash: echo: write error: Device or resource busy
-bash: echo: write error: Device or resource busy
-bash: echo: write error: Device or resource busy
-bash: echo: write error: Device or resource busy
-bash: echo: write error: Device or resource busy
-bash: echo: write error: Device or resource busy
-bash: echo: write error: Device or resource busy
-bash: echo: write error: Invalid argument
[root@localhost ~]# free -mh

total used free shared buff/cache available
Mem: 810M1 588Mi 100M1i 40K1i 240M1i 222Mi
Swap : 2.0G1 391Mi 1.6G1
[root@localhost ~]# lsmem
RANGE SHIZA S STATE REMOVABLE BLOCK
0x0000000000000000-0x000000003f fff{ff 1G online yes 0-7
0x0000000100000000-0x0000000107ffffff 128M online yes B2
0x0000000108000000-0x000000013fffffff 896M offline 33-39
Memory block size: 128M
Total online memory: 1.1G
Total offline memory: 896M

[root@localhost ~1# ||




Qemu-kvm ZhEE: AfF AN

[root@localhost ~]# for i
error:
error:
error:
error:
error:
error:
error:
error:
error:

-bash:
-bash:
-bash:
-bash:
-bash:
-bash:
-bash:
-bash:
-bash:

echo:
echo:
echo:
echo:
echo:
echo:
echo:
echo:
echo:

write
write
write
write
write
write
write
write
write

[root@localhost ~]# free
total
810Mi
2.0G1

Mem:
Swap :

[root@localhost ~]# lsmem

RANGE

in “1s /sys/devices/system/memory/memory*/state “; do echo offline > $i ;done
Invalid argument

Device
Device
Device
Device
Device
Device
Device

or
0} &
or
or
or
or
or

resource
resource
resource
resource
resource
resource
resource

Invalid argument

-mh
used
588Mi
391Mi

free
100Mi
1.6G1

SI7AE

0x0000000000000000-0x0000000Q3ff fffff 1G
0x0000000100000000-0x000000010/ffffff 128M

0x0000000108000000-0x000000013fffffff

Memory block size:
Total online memory:
Total offline memory:

128M
1.1G
896M

busy
busy
busy
busy
busy
busy
busy

shared buff/cache
40K1i 240M1i

STATE REMOVABLE BLOCK
online yes 0-7
online yes 82

896M offline 33-59

available
222Mi

1. grubby
--args=“memhp_default_state=online_movable
--update-kernel
/boot/vmlinuz-4.18.0-144.el8.ppc64le

2. grubby --update-kernel
/boot/vmlinuz-4.18.0-144.el8.ppc64le

3. grubby --info
/boot/vmlinuz-4.18.0-144.el8.ppcb4le

[root@localhost ~J# ]

»
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Qemu-kvm ThgE: #5T#

Preparation (live): # & B¢, EIANEITH, NEFERAFFIEE Preparation (live): # & B, EIMWEITH, JEA] D TANEFEE

ﬂ'ﬂ]o ﬂ%l]o

Pre-Copy Rounds: &R & il A 77, Downtime: 52 & {E#l, FHMCPURSHZ/NMATER.

Downtime: &2 & {=#l, & #lIFIKRARF 71, Resume Time (live): EE#IHL7E B s EH LV &551T, NER
BB,

Resume Time (live): E#IHL7E B #rEHL LK 85517,
Post-Copy Prepaging: 5 & & MRIRAF T,

Preparation (live) Resume Time Preparation (live) Resume Time (live)
v Downtime \, r/ISowntime d
Pre-Copy Rounds ... : 3 l l I Post-Copy Prepaging ]
Round: 1 2 3..N (Difty Memory) (Non-pageable
(a) Pre-Copy Timeline Memory) (a) Post-Copv Timeline
"""""" fime ~ " TTTTTTTTTomod e ™



virsh migrate <VMname> --live

gemu+ssh://<domain name>/system
--verbose

# virsh migrate --help | grep postcopy

--postcopy enable post-copy migration; switch to it using migrate-postcopy command
--postcopy-after-precopy automatically switch to post-copy migration after one pass of pre-copy

RedHat
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Industry Edge: OpenShift Virtualization Real Time
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Industry Edge: OpenShift Virtualization Real Time
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https://instrument.ofweek.com/2023-12/ART-8320089-8500-30618479.html
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&R 5E M B9 PLC (Software Defined PLC, SDPLC)

EDITOR £ > RUNTIME £ > CODESYS
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OpenShift Container B RT BZi&

apiVersion: v1
kind: Pod
metadata:
name: PodName
annotations:
cpu-load-balancing.crio.io: "disable"
irg-load-balancing.crio.io: "disable"
cpu-quota.crio.io: "disable"
spec:
runtimeClassName: performance-rt
restartPolicy: Never
containers:
resources:
requests:
memory: "8Gi"
cpu: "5 n
limits:
memory: "8Gi"
cpu: ll5 n

spec:
containers:
ports:
- containerPort: 8080
- containerPort: 502
- containerPort: 22
command: ["sleep", "infinity"]
securityContext:
privileged: true
nodeSelector:
kubernetes.io/hostname: NodeName
tolerations:
- effect: NoSchedule
key: dedicated
operator: Equal
value: realtime
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Packages

# kernel-rt

# rt-tests(rhel8) or
realtime-tests(rhel9)
# tuned

#
tuned-profiles-realtime
# tuned-profiles-nfv

CPU/Tuned

# echo "isolated_cores=2-4" >>
/etc/tuned/realtime-virtual-guest-variabl
es.conf

# echo "isolate_managed_irq=Y" >>
/etc/tuned/realtime-virtual-guest-variabl
es.conf

# tuned-adm profile
realtime-virtual-guest

# systemctl reboot

Hugepage/iommu Swaplirgbalance

# grubby --args="iommu=pt # swapoff -a(Run after each
intel_iommu=on reboot))
default_hugepagesz=1G # systemctl disable
idle=poll" irgbalance
--update-kernel="grubby # systemctl stop irgbalance

--default-kernel’
# systemctl reboot
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Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning
support, training, and consulting services make Red Hat
a trusted adviser to the Fortune 500.

m linkedin.com/company/red-hat m facebook.com/redhatinc

E youtube.com/user/RedHatVideos twitter.com/RedHat
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