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Guest operating system

Guest operating system

Para-drivers
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Linux guest
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Traps

Hypervisor
(Full virtualization)

Device emulation

Interfaces

Hypervisor

: P Vi mulation
(Full virtualization) LA .

KVM
(Linux hypervisor)

Back-end drivers

Back-end drivers

Device emulation

Device emulation

Iguest
(Linux hypervisor)

Hardware

Hardware

Hardware

High Performance: VirtlO eliminates the traps in full-virtualization mode, allowing the GuestOS to
interact directly with the device emulation in the Hypervisor through VirtlO interfaces.

Low Overhead({EFF$H): VirtlO optimizes CPU performance by reducing frequent switches
between kernel mode and user mode, as well as minimizing the performance overhead caused by
frequent VM exits and entries.

Standardization: VirtlO provides a unified virtual device interface standard that can be applied across

various virtualization solutions.

‘ Red Hat
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Virtio paravirtualization framework

Virtio & KVMEEAIME TS I/OEME MRFEH—1
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When talking about virtio-networking we can separate the
discussion into two layers:

RN, BINALRITES AR EE:

Control plane - Used for capability exchange negotiation
between the host and guest both for establishing and
terminating the data plane.

PEHITEE - BT ENMEE 2 EREE DR iRtEE, DEIMEL
T m,

Data plane - Used for transferring the actual data (packets)
between host and guest.

#HETE - ATREIIMITE 2 EEESEIREE (BiEa) .

P T REHIT virtio FISE, ik vhost-net IALAEERFN
gemu HEBFHITEIE, RRELXRIEFH, EEELE

virtio-net,

vhost-net {£ i vhost MY EILHEZR, RAE A TE#IE
o, FRAEZEANEREEENNEZERIIAZZEE
BIEEMIEAS, 815 T Multi-Queues BIHE=S: !
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Introduction of Virtio-net
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Virtio paravirtualization framework introduction

Virtio_ Virtio_ Virtio__ Jamvers/virtiofvirtio-pel.cC
blk pC| COﬂSO|e Sdrivers/net/virtio-net ¢ «fdrivers/virtio/virtio-balloon.c
virtio-blk virtio-net virtio-pcl virtio-balloon i
console
.fdrivcrs.-’blonk."\"rliaN %rﬁo/wmia consale.c
V'rtlo virtio Jinuxfdrivers/virtio/virtio.c
transport (virtio-ring) Transport | -Mo/artvers uiecogeireto.cin.c
virtio
L g baqivend
virtio backend grers
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Symbol Meaning
virtio data path // Guest \ \
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non-virtio data
path element Guest
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controiplane | | [EINEENSENN @000 -----------
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\- memory K protocol i
what i
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how "
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P interrupts / = vring | vring " vmexit&
notifications mu €= | vePUIrg
what process Fe i
G control path i) i
how A "
Host virtio data oS it
User path interface £ i
gemu R ]
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operation

protocol / channel

.........................

Process Host Kernel Qemu Guest kernel
Component . virtio-net |  virtio-net |

{ orary tap device driver
_‘_,l gemu starts ]
] device discovery
PCl scan /mmap PCI BARs
{ virtio driver is bound to pci !
' T = device
virtio configuration | 7% Gl
: feature bit negotiation Vitiqueus aiogaion
! virtqueue configuration —
E & virtio / PCI virtio
§ control
E plane
s . R \_
Lo data plane is
¥

’l l | | Guest send packet ]
add
mataienurers || i
i : to send
send packets . - rtio ] PCI
> : ‘ i0
sendmsg()/ vmexit : : L
syscall ; terrupt 3 virtio
: ~ dataplane
- > uped buffer
] - > tification
] vIRQ / ioctl >
: : virtio / ;
- VCHU interrupt |
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Request transmission between virtio front-end and back-end

virtio driver Guest
virtio PCl controller
r Y
Transport
\ 4
vring
\ 4
Host

virtio PCl controller

virtio device

Front-end
A kernel module in guest OS.
Accepts |/O requests from user process.
Transfer /O requests to back-end.

Back-end

(kL &) \

A device in QEMU.
Accepts I/O requests from front-end.
Perform |/O operation via physical device

Virtqueues (per devic
Vring (per virtqueue

Queue requests

hddress [lenflagindex v ‘
get
descriptor
N /

The virtio interface consist of the following mandatory
parts (virtiol.l spec):
virtio R HE H LT & & 53 2B AL (virtiol.1 FI5E)

Device status field & &R A4

Feature bits HRE{

Notifications 1@ %0

One or more virtqueues — N8 2 4™ & HARA 51
X LEE A EFE, [#15 vring RN FECE RETE1E
A PCHE&EZI,


https://docs.oasis-open.org/virtio/virtio/v1.1/cs01/virtio-v1.1-cs01.html#x1-90002
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Netkvm feature cases

# the vendor implementing HW NICs based on virtio spec

nl B
pevrere &
it

TINITTINTTMm

# Ishw -c network -businfo

pci@0000:87:00.0 ens7fO network  Ethernet
Controller XL710 for 40GbE QSFP+
pci@0000:87:00.1 ens7fl network  Ethernet
Controller XL710 for 40GbE QSFP+
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Qemu level

Backend Device
-netdev tap,script=/etc/gemu-ifup,downscript=no,id=hostnet1,vhost=on
-netdev tap,script=/etc/gemu-ifup,downscript=no,id=hostnet1,vhost=on

-netdev tap,id=dev1,vhost=on,script=/etc/ifup_script,downscript=/etc/ifdown_script

Frontend Device
-device virtio-net-pci,netdev=hostnet1,id=net1,mac=00:52:11:36:3f:00,bus=pci.0
-device virtio-net-pci,netdev=hostnet1,id=net1,mac=00:52:11:36:3f.00,bus=pci.0

-device virtio-net-pci,netdev=dev1,mac=9a:e8:e9:ea:eb:ec,id=net1
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BES . SM—EHERA

BEA -4 BB 56 BIAE

id WRIRLE -netdev EEMME— | (EZFF B I -device ##) netdev
ID

vhost B A Z2H vhost-net on & of f off I

script IEERB B tap R | BREISUEBRE x type=tap
TR KRR

downscript X A tap WERH | BRHIXHFBEE x type=tap
TR A R 12

vhostforce sEHl B A EA on 8 of f off vhost
vhost-net

queues B ST E IEEH 1 mq

poll-us WE tap WEILIAFH | EEH % type=tap
EElbm, LA#D s

host_mtu WEEIMNE TR | BB 7 x
KIEHIE T (MTU)

type EE -netdev 2H tap, user, bridge, socket, | & I

vde, 12tpv3, netmap,
vhost-user, hubport

{at
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netdev 5l -netdev BLiERY ID, & | -netdev BEEERE ID I MBS ZHEESH

ZM KIS &
mac FEEM K1z & MAC #t | B3 MAC it B4 AR MEIEFZHEXSH

it
bus EE I FEEDIWA BRI S &AT pci.o WLZ L Z XS H

PCl 2%
id FRIRLL -device FREHIME— FEFHH I MRS Z I 2 S

ID
type 16E -device HE (WiFME | virtio-net-pci, e1000, I W 22ig 2 F* S

BRI rt18139, ne2k_pci,

vmxnet3, pcnet, &

mq ERSEZERLIIZE |[onRoff off ZHPXRAMNFNEXSH
queues EEZNIINEE IEEH 1 ZHPRAMAFIEXSE
vectors IEEREREMNNE IEEH 3 ZHPXRAMNFNEXSH
indirect_desc ERSER EEEBREF | onHoff off ZHRXFPASIFEXSH
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status EASEZEREERSIHR [onsoff off MRARSHEXSH
H
speed M &g FHHEE IEE X MRIRSHEX S
duplex BEENISHFMIE | full Khalf full MRARSHEXSH
=€
iommu_platform EAZZA IOMMU F | onstoff off IOMMU x5
BXHE
ats B RS ERAMI iRk | on S off off IOMMU X &%
% (ATS)
disable-modern ZHEIAREED on & of f off Hith % sk #BhThae
S
disable-legacy AL &EO on 5 off on Hih % A 3B DhaE
S
ctrl_vq S S FREESIE BN | on B off off Hith & Fs B DhgE
3| S
ctrl_vlan ERASEZER VLAN #2§] [on3off off Hith A% Fsk 3B TheEE

5%

‘ Red Hat




Test cases

o MKZEIE &M

AR

IXzh & %= 5 50k
(E:ERINEN
SR 5

3 :J:}l N IJ ft

TEH

e AL E RS
DhaeTE M
Zre 10

Update confidential designator here



2% X2 IRIES L]

W4EER & S 4% Hh ik B & FEN Change the network address & ifconfig gﬂﬂl_lﬁﬁiﬂijt EE%ﬂgéfgadﬂe’?tlg %fﬂs Iﬂ%ﬁ?%ﬁﬁ

MEEELE S oA 4% 32 38 P Ping A AR 30 AT R 3 AL 2 (8] B3 @ 14 B SEIR

IREh & &= 56 Virtio i IR FHIEF & EFE ENIX netcfg -v -l vioprot.inf -c p -i VIOPROT fEfA netefg MHREMEIE Virtio il IEZNIER

IR &4 500 IR zhiE RN netkvm device driver can be installed correctly ISE netkvm IRENFEF BB EARE

B RESWIE IRENFE 2 B I IEMR IEENE 4 U0 IE WIEIREN IR 4

Ba% & 5IIE IRENFE - FHR BE LRt IRENFRER MR IERNFE - B FHR FNBELR

P REMR 2% 14 BE NTttcp MK AN E FA4E F it E 1% RE

PEREMIR RALE 1 eI netperf / iperf MR L PE . SR FNE 14 REHabR
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Thaet e 2% i 2 B Bl it tcpreplay RN RE R EIREE R, BTN

ZRT M ZRTMA vlan, pxe, MTU, MSI, multiqueues, mq, vhost 5ﬂﬂiﬁ%$¢%1ﬁmﬁm

MSI., £P\5I%E




21

Netkvm feature cases

Parameter default values and ranges Parameter introduction
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TUN device / TAP device

TUN dervice

Simulate an UDP VPN process.

Update confidential designator here

Socket API App Socket API
USER U T U R
D /dev/tunX C|—|D|—[A
KERNEL P P P W
Network Stack Network Stack
Wire
—— 1 ethoO — tunX
TAP dervice

Like TUN device, here is a list of the main differences between tun and tap.

1. /dev/tunX works on IP layer (ip_forward)
2. /dev/tapX work on MAC layer (bridge, MAC broadcast)

Reference:
h++nc: //ctihi iIDADO A Atk ik in/\AWah /Pracantatinn /2201507002 /inAavy hm|

Learn more;

MacVLan - bridge / host-only
MacV Tap

socket

hubport

user

12tpv3

bridge

vhost-user

‘ Red Hat


https://suhu0426.github.io/Web/Presentation/20150203/index.html
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operation

protocol / channel

Process Host Kernel Qemu Guest kernel
Component  virtio-net |  virtio-net |
/ brary tap device driver
_‘_,[ gemu starts ]
' device discovery
PCl scan /mmap PCI BARs
virtio driver is bound to pci !
A j = device
virtio configuration ] e 7 R
feature bit negotiation virtqueue allocation
! virtqueue configuration —
; k virtio / PCI virtio
; control
E plane
; e \_
Lo data plane is
| Guest send packet ]
add
s etieuters | i
i : to send
v send packets e ' T virtio s PCI
sendmsg()/ vmexit | I ot
syscall : mierrupt virtio
: dataplane
/ : > ‘| used buffer
' - 1 notification
] vIRQ / ioctl
] virtio /

vCPU interrupt
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Multi-Queues

vectors=queuesx2+2

queues: T I 4 SIS E
Guest Queues: &1 vCPU H—1 1 PAFIFI— 1 &1£P\FI, 24t

2 1~ BAFI
) Vectors:queues*2 &1 CPU FE®1 MSI vector, —%
\’x0] (X0 x1] (ixl) ATk, —MNBATF %%, Vectors +2: 5 F A MSI
\i j/ vector AFEHIIEE, IETEEE, BiRHESE,
—Ihcnst/qe\lrr;—

performance benefit:

sockO) sock1 o PBASIMET vCPU B XEEABINIIZRMIET
RX FRMT FEFOMEFD TX BASIERE, LUEEFTE PA S X4
tap 5E vCPU £,
. Limitations:
pridge o EFIREERZGREEMERAZ 200 MSIME, ETMF

AFIERZZE— MSI [ =, 1E{d] virtio & FE 7 ECHY
PCl iz & th 2nitt, fEAZ 4 virtio M-=#1 vCPU & X
rx tx rx tx SHI T RER SEER KR & P MSI R,

o = virtio-net ZAFIEI®MM Lo FHE, HFE K

&8I0 CPU JE#.
25
Reference: Multiqueue - KVM ‘ Red Hat

Strong and weak point: [ibvirt: virtio-net multigueue — Nova Specs documentation



https://www.linux-kvm.org/page/Multiqueue
https://specs.openstack.org/openstack/nova-specs/specs/liberty/implemented/libvirt-virtiomq.html
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iommu_platform & ats

Main memory

TPhysicaI addressesT

(ommu Yoo }

Device aFdresses Virtual a?dresses

x Device CPU
& BB RATHILSE §

Dl nan 202103514
. FRATEHRE SR, B 28T IOMMU ‘ Red Hat
Reference: https://www.redhat.com/en/blog/virtqueues-and-virtio-ring-how-data-travels



https://www.redhat.com/en/blog/virtqueues-and-virtio-ring-how-data-travels
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indirect_desc (et mig iRtk 258

Used

Avalil

ldx | Flags

ldx

Flags

Desc

Id | Addr | Len |Flags | Next
1 R

2 ; W

3 W

4

5

6

7

8

Reference: https:/www.redhat.com/en/blog/virtgueues-and-virtio-ring-how-data-travels
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indirect_desc

Symbol Meaning
virtio data path
element
' | non-virtio data patf
\ element
virtio control path
element
virtio shared
TR memory
what
—— data path
how
- interrupts /
e notifications
what
— control path
how

User space

Guest

virtio
control plane

PCl transport

K protocol

virtio-net driver

Guest
Kernel

et LT O

\\

':'notlflcanons

Qemu < I vmexit &

process =il kg VORURG
virtio-net device| ! I i
Host :
User 2 ':
space N 3
—
i ;

Host —

Kernel kil = =
space

CSDN @wj«5210
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indirect_desc

Symbol Meaning
virtio data path / Guest
element User space
non-virtio data path
‘ element Guest
virtio control path Kernel
element @
virtio shared virtio KBO- TR v
Y memory control plane pe b b |
St PCI transport 1
wha ‘
—— data path k Potocal : ' :./
how + : .
1 ' "
interrupts / i i1
oo notifications H L '
what ' oath ' ! H
control pat
N p Qemu -
process =y E
rtio-net device| ! !
1
Host
User p
space p
| | ; :
Host Y'A
Kernel KVM& ______ g
space

CSDN @wj«5210
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indirect_desc

Symbol Meaning ,
virtio data path / Guest \
element User space
non-virtio data path
element Guest
virtio control path Kernel
element
rtio-net driv
g virtio shared yirtio B Vit Nes cvee
i memory control plane S i
hat PCI transport l
wha rotocol i
«—-s | datapath \ b : ! :
how ; ; i
- interrupts / ': i
e notifications i . h
what : ‘ Enotifications
control path I vmexit &
how P Qemu < ]
process
—»| virtio-net device
Host
User
space
Host
Kernel KVIM
space
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Symbol Meaning
virtio data path / Guest
element User space
' | non-virtio data pat
virtio control path Kernel
element
virtio shared virtio virtio-net driver
Y memory control plane v asilius ERE|
hat PCl transport 1
wha .
—_— data path K ot ; ' !/
how . . -+
interrupts / : ' I
o notifications H . :l
what irol oath : v
control pa
—— p Qemu -
process =i
virtio-net device| I !
1
Host $
User p
space P
[ | ; 1
Host Yj‘
Kernel Kvmi ------ )
space o~
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VHOST Xttt

Operating System

GUEST

irjo Driver

WasAS
funesadg

vhost

Kernel Space

HOST

Kernel Space

|

VM-entry / exit P24 T S0 L T XLk {F8UE T EmEZ 48 vhost A3 ITE#IRE %

& RedHat
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Vhost

Symbol

Meaning

what
how

e

what

how

virtio data path
element

non-virtio data
path element

virtio control path
element

port

virtio shared
memory

data path

interrupts /
notifications

control path

&

Guest \

Update confidential designator here

\

User space
Guest
Kernel
> vring vring virtio-net driver
virtio s
controlplane | | [DOENRESEENN @000 o -----------
PCl transport ::
K protocol /
> vring  vring virtio-net device ‘inotifications
i S
process S q
Host virtio data E
User path interface : i
e : o
Space readmsg() / writemsg() ; i
Host 5 i \
At Y
Kernel o A
space P

TAP p=2

Ly

b RedHat
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operation

protocol / channel

. vCPU interrupt '

Process Host Kernel Qemu Guest kernel
Component . virtio-met |  virtio-net |
{ ibrary device driver
_‘_,[ gemu starts ]
] device discovery
PCl scan /mmap PCI BARs
{ virtio driver is bound to pci !
) j =4 device
virtio configuration | 7% Gl
feature bit negotiation virtqueue allocation
! virtqueue configuration —
5 < rtio J PCI virtio
§ control
E plane
; . R \_
L g data plane is
| Guest send packet ]
. add
s ittt buters | i
1 : to send
v send packets e : iy virtio / PCI
sendmsg()/ vmexit : k o
syscall {; -mierrnpt virtio
: dataplane

- > + used buffer
' - »  notification
] vIRQ / ioctl
: virtio /

Update confidential designator here
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Symbol

Meaning

VhOSt-IQ

virtio data path
element

non-virtio data path
element

virtio control path
element

virtio shared
memory

data path

interrupts /
notifications

control path

&

Guest \

\\Q\date confidential designator here

User space
Guest
Kernel
g
virtio-net driver
virtio I R
control plane
PCI transport
K protocol ::/
j Vricna v inotifications
Qemu ' eventfd
process i
Host vhost-net
User setup :
space S ;
\\ virtio / char dev :E //
Host ) ) ™\
Kernel A
R SR L L L L :
Space vhost-net L EREERETE KYM== "=~
Y

an in-kernel virtio-net device (called vhost-net)
to offload the data plane directly to the kernel

‘ Red Hat



operation

protocol / channel

XEFENEEGEA—MFF/E
XIALE, A =AE REEH,

irgfd ¥ A vCPU gl

36

Reference: https:/www.redhat.com/en/blog/deep-dive-virtio-networking-and-vhost-net

Process Host Kernel

Qemu Process

Guest kernel space

Component

/ Torary ‘ vhost-net ’ ‘

virtio-net
device

’ virtio-net ‘
driver

interface

create vhost-net driver load
/dev/vhost-net

featira

negotiation

vhost /

open()/ioctl()

virtqueue,

eventfd / irqfd

v

virtqueue
allocation

virtio configuration
feature bit negotiation

<«_Mmemory layout ,_i_,= virtio
vhost / ioctl() virtio / PCI control
virtqueue plane
configuration
: i dataplaneisready !
: e Guest send packet ]
‘ kvm request
: buffers d
' ; available buffers ™ tosend
; = notification
} virtio / PCI '|:|
eventfd :
process [ virtio
packets [,] dataplane
+ interrupt ;
write used 7] ym . + used buffer nofification |
descriptors='  irqfd virtio / vCPU interrupt |

Update confidential designator here
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Symbol Meaning \\
N\
virtio data path // Guest \ \ \
element User space
Vh OSt— US @[ non-virtio data path
element Guest
virtio control path Kernel
element >
virtio-net driver
Q i virtio shared virtio
i memory control plane ko ARE ety
ot PCl transport
wha “
— data path \ praocol /
how N
- interrupts /
-t notifications /] . ,
/| virtio-net device "
what A model ;:notiﬂcatlons
s control path Qemu eventfd
process :5
Host vhost-net
User < setup 3
vhost-user “
space X e vhost / unix socket !
protocol |
: | /
\\\ 31
W
Host = teeeeeeeeeeeeeienenooos € A
Kernel —  Trrmmmmmmmomemmeeeee g KVM -
space

37

the virtio device from the kernel to an userspace

process, that can run a packet forwarding

framework like DPDK



legacy / transitional / modern
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s

IBAR4% 3K ( Legacy Mode)

i1 g1 = ( Transitional Mode)

IR ( Modern Mode)

ik =B Virtio T AR FEBRMMAEXHTELSE i IR Virtio SEER A
#OAKX /0 #m O (1/0 port) /0 im OFIRNFEEST 1/0 (MMIO) R7FIEST 1/0(MMIO) Bk PCI B2 &
ZE 8]

W)X FF R HR Virtio IRENIEF FAIBRFOINAKIXSN X HEEY Virtio IRENIERF

3.5 M RERUE e 3 MEERE, XFHESE LT

X virtio_pci_legacy.c, F 2518 R FD I ST virtio_pci_modern.c,
virtio_pci_legacy_dev.c, virtio_pci_modern_dev.c
virtio_pci_admin_legacy_io.c

i RATEEREREME UMEIFE HWBERFTIHRFIRF ZEHNREE | ERTHEESHRENRFTHFEME

PMEER R

38
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Internal-kvm-guest-driver
S-windows




Symbol

Meaning

- - -

what
how
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VirtlO adapter Properties

Red Hat VirtlO Ethernet Adapter Properties

General Advanced Driver Details Events

The following properties are available for this network adapter. Click

the property you want to change on the left, and then select its value
on the right.

Property: Value:

Al O
int.D0802.1PQ

Init. MaxRxBuffers T
Init. Max TxBuffers © Not

IPv4 Checksum Offload

Jumbo Packet

Large Send Offload V2 (IPv4)

Large Send Offload V2 (IPv6)
Logging.Enable

Logaing.Level

Maximum Number of RSS Queues
MinRxBufferPercent
Offload.Rx.Checksum

Offload. Tx.Checksum v

4

Update confidential designator here

1? Network Conn

ections

- a

™ f’ <« Network and Internet > Network Connections v 0 Search Network Connections 0

Organize v Disable this network device Diagnose this connection

;g Ethernet Instance 0
* _ Network

@7 Red Hat VirtlO Ethernet Adapter

Rename this connection  » B v [ o

Red Hat VirtlO Ethernet Adapter Properties X
General Advanced Driver Details Events

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right.

Property: Value:
Offload.Rx.Checksum A Al
Offload. Tx.LSO

Priority and VLAN tagging

Receive Side Scaling

Recv Segment Coalescing (IPv4)
Recv Segment Coalescing (IPv6)
TCP Checksum Offload (IPv4)

TCP Checksum Offload (IPv6)

UDP Checksum Offload (IPv4)

UDP Checksum Offload (IPv6)

UDP Segmentation Offload (IPv4)
UDP Segmentation Offload (IPv6)
VLan ID v

1 item 1 item selected




VirtlO adapter Properties - Log Part

Update confidential designator here

Friendly name Old name Type Default | Description

Logging.Enable Logging enabled Boolean 1 Setting to 0 suppresses all the debug printouts

Logging.Level Logging level Integer 0 Debug level, increment increases verbosity. 0: Errors only. 1-2 Configuration. 3-4:
Packet flow. 5-6: Interrupt and DPC level trace. Warning! Using high debug level will
slow down the VM.

Logging.Statistics(sec) Log statistics period | Integer 0 Setting to N provides periodical statistics printout each N seconds

42

Reference: https://www.linux-kvm.ora/page/lnternals of NDIS driver for VirtlO based network adapter#list of configurable parameters
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VirtlO adapter Properties - Initial parameters Part

Friendly name Old name | Type | Default Description
Assign MAC Mac Strin | NA Set locally administered MAC address for the paravirtualized NIC. Keep in mind that this address
Address g must have locally administered group bit set:
http://standards.ieee.org/develop/regauth/tut/macgrp.pdf . If invalid MAC address provided, the
driver will reject its assignment but the GUI might still reflect invalid MAC address.
Init.D0802.1PQ 802.1PQ Bool | 1 Enable support of Priority/VLAN tags population and removal
ean
Init. MTUSize MTU size Integ | 1500 MTU size can be set between 500 and 65500 in steps of one.
er
Init. MaxTxBuffers Initial Tx Integ | 1024 Indicate how much TX ring descriptors the driver will allocate. Possible values: 16, 32, 64, 128, 256,
buffers er 512, 1024.
Init. MaxRxBuffers Initial Rx Integ | 256 Indicate how much RX ring descriptors the driver will allocate. Possible values: 16, 32, 64, 128, 256,
buffers er 512, 1024.
Offload.Tx.Checksu | Offload Tx | List | TCP/UDP Enable TX checksum offloading. TCP/UDP - TCP and UDP checksum offload. TCP - TCP only.
m1 TCP box Disable - TX checksum offload is disabled.
checksum
Offload.Tx.LSO Offload Tx | Bool | 1 Enable TX TCP Large Segment Offload
LSO ean
Offload.Rx.Checksu | NA List Disabled Enable RX checksum offloading. Disable - disabled. All - TCP\UDP and IP. TCP\UDP - TCP and UDP
m box checksum offload. TCP - TCP only checksum offload.

Reference: https://www.linux-kvm.ora/page/lnternals of NDIS driver for VirtlO based network adapter#list of configurable parameters
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https://www.linux-kvm.org/page/Internals_of_NDIS_driver_for_VirtIO_based_network_adapter#List_of_configurable_parameters
http://standards.ieee.org/develop/regauth/tut/macgrp.pdf

Reference Update confidential designator here

Linus paper: virtio: Towards a De-Facto Standard For Virtual I/O Devices

Yan suggested: Home - virtio-win/kvm-guest-drivers-windows Wiki - GitHub

Windows guest debugqing presentation from KVM Forum 2012 | PPT
QEMU Development and Testing Automation Using MS HCK - Anton Nayshtut and Yan Vugenfirer,
Daynix
Internals of NDIS driver for VirtlO based network adapter - KVM
Vhost: DPDK% 31 2 175 : VirtiofFE AR #T 2 = . vhostii AR Xt Fvirtiof 1858 [H 6l
Virtio Gitbook: virtiols ZIX 112 F

Summary: virtio = =]

https:/www.oasis-open.org/?s=virtio

SDN lab: 1% : VirtlO Networking Eﬂ%ﬂﬁj
WX ER irtioft : b - X E R, ERT
Virtio-net: Virtio-Net AR 4

Red Hat; https://www.redhat.com/en/virtio-networking-series

A

. Lo . Version number here VOOOOO ‘ Red Hat
https:/www.redhat.com/en/blog/virtqueues-and-virtio-ring-how-data-travels



https://blog.csdn.net/baidu_37336262/article/details/120738281
https://github.com/virtio-win/kvm-guest-drivers-windows/wiki
https://www.slideshare.net/slideshow/windows-guestdebugging-kvmforum2012/16343230
https://www.slideshare.net/slideshow/virt-hck-kvmforum2013/27480636
https://www.slideshare.net/slideshow/virt-hck-kvmforum2013/27480636
http://www.linux-kvm.org/page/Internals_of_NDIS_driver_for_VirtIO_based_network_adapter
https://blog.csdn.net/cloudvtech/article/details/80525866
https://rcore-os.cn/rCore-Tutorial-Book-v3/chapter9/2device-driver-2.html#
https://juniorprincewang.github.io/2018/03/01/virtio-docs/#%E4%BD%BF%E7%94%A8virtio_net
https://www.oasis-open.org/?s=virtio
https://www.sdnlab.com/26199.html
http://xwxt.sict.ac.cn/CN/Y2018/V39/I1/105
https://www.openeuler.org/zh/blog/xinleguo/2020-11-23-Virtio_Net_Technology.html
https://www.redhat.com/en/virtio-networking-series
https://www.redhat.com/en/blog/virtqueues-and-virtio-ring-how-data-travels
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Thank you

Red Hat is the world's leading provider of enterprise
open source software solutions. Award-winning support,
training, and consulting services make Red Hat a trusted
adviser to the Fortune 500.

in linkedin.com/company/red-hat

@ youtube.com/user/RedHatVideos X twitter.com/RedHat

@ facebook.com/redhatinc
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